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Cryptography Checks: weak crypto, “infrastructure security 101" - CVE’s,
poor implementation, data leakage. misconfigurations, patching, etc.
Rate Limiting Checks: anti-abuse HTTPS: Assessment of HTTPS layer
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edgescan™ is a sophisticated
enterprise-grade vulnerability
assessment and management
solution that gives the tools you
need to control and manage IT
security risk.

STAGE 3

edgescan™ helps businesses at
any size identify and remediate
known vulnerabilities in any
platform or web application.

edgescan™ is a cloud based
SaaS which provides a unique
combination of technology
and human expertise to assist
you with maintaining a strong
security posture.

We assess APl for common web
application vulnerabilities and API
specific issues such as those defined in
the OWASP API Security Top 10.

The security concerns for an API

are different from those for web
applications. Our APl scannner has been
built, from the ground up, to focus on
APIs specifically, rather than attempting
to use a web app scanner to be able to
handle APIs.

Technical Vulnerabilities are discovered
with edgescan™ API security
automation. Typical examples are
injection attacks (XML, SQLI, RCE, CMDI,
XXE etc) and specific issues as defined
above.

APl assessment coverage expertly
verified during onboarding and change.

Validation on all discovered
vulnerabilities - edgescan™ “Delta
Analysis”. - Custom Risk Rating, CVSS,
Remediation Advice applied.

Changes to APIs over time are
communicated to Edgescan via a

new descriptor file which needs to be
shared when APIs are updated. This
automatically informs Edgescan of new
methods, functions etc.

- APl descriptor files can be delivered
to edgescan™ using a WSDL/ WADL/
Swagger, YAML, JSON or supporting
documentation. These are used to
automatically map out functions
provided by the APl ensuring robust
coverage.

STAGE 4

VALIDATED VULNERABILITY
INTELLIGENCE RESULTS IN THE
FOLLOWING

* Automated alerting

- Slack, jira, ITSM’s, GRC, SIEM etc.

* Reporting & Security Metrics
- MTTR, Prioritised Risk measurement,
historical data and tracking.
* Remediation workflow integration
* Seemless Integration via API

- Our API allows you to quickly and
easily incorporate our fullstack
vulnerability results security into you
DevOps lifecycle.

* Remediation support & expertise

- 24x7, phone, email, webex support,
vulnerability proof of concepts, re-test
on demand, developer support etc.

* Proactive Assessment coverage for
continuous visibility

* Complete flexibility & managed service
approach:

- Custom scanning profiles, integration
with DevOps via API



EDGESCAN™ VULNERABILITY MANAGED SERVICE:

edgescan™ is a software-as-a-service platform providing dynamic
application security testing (DAST) and host layer vulnerability
management coupled with expert validation, alerting, DevSecOps
integration and support.

DISCOVERY SERVICES FOR API'S:

API Discovery from edgescan™ is part of the edgescan™ continuous
asset profiling service that allows you to understand the API
topology within an estate. With edgescan™ cataloguing and
categorising correlation technology, it is possible to find the

true inventory of APIs and exposures on the internet.

The proprietary discovery process runs at regular
intervals across the entire estate, and reports/
alerts the findings back to the end user.

FULLSTACK VULNERABILITY MANAGEMENT™ IRL: +353 (0) 1 6815330
www.edgescan.com' UK: +44 (0) 203 769 0963
US: +1 646 630 8832
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Sales and general enquiries:
sales@edgescan.com

@edgescan
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