c\ e dge SCAll 2016 Vulnerability Statistics

15.1% of Assets have high or critical risk vulnerabilities

Overall vulnerability Breakdown across both web application

and hosting environments:
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High or critical vulnerabilities are defined as:
 Easily exploitable

* Usually remote from the public Internet

* Applicationand Network layers combined

* Root Cause: Coding errors, configuration

flaws and out-of-date or no patching applied 44%

Web Applications and Web Site Security

Minimal Risk:

Critical Risk:
1%

High Risk:
14%

Medium Risk:
17%

2016
Risk Rating

Low Risk:
24%

Likelihood of a vulnerability being discovered - Web Applications

Insecure Deployment:
1%

Availability:
1%

Information Leakage:
3%

Authorisation:
4%

Injection Attacks:
4%

Session
g/loinagement: Application
]
Layer

CSRF:
5%

Open Redirection:
2%

HTML Injection:
3%

/ Response Splitting:

1%

DOM
Vulnerabilities:
3%

Browser
Attacks
61%

XSS:
86%
Cryptography: Browser Attack:
17% 61%
Likelihood of a vulnerability s Gl

being discovered by framework
or language

Javascript and PHP vulnerabilities were found
toresultinalarge proportion of security
weaknesses. Not forgetting Java based
technologies and frameworks, many of the
vulnerabilities discovered were aresult of
poor component or framework patching.
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Java:
15%

Javascript:
24%

Framework
as a % of
Vulnerabilities
Discovered

Wordpress:
7%

Net:
14%



Hosting Layer Vulnerabilities

Other:
1M%

Exposed
Services:
5%

Unsupported
Systems:
7%

Patching
Vulnerabilities:
29%
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SSL:
66%

Apache:
16%

MSFT:

Patchi
b atching

Vulnerabilities

SSH:
5%

PHP:
4%

Other:
3%

Average Critical Risk : Network
12 Days

Network/
Host Layer

Configuration
Vulnerabilities:
48%
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Teel Inscure SSL/TLS
Configuration:
75%

Insecure HTTP
Configuration:
15%

Configuration
Vulnerabilities

Insecure Server
Configuration:
6%

Other:
4%

Average Time To Fix

Average Critical Risk : Application
62 Days

Critical High Medium
50 Days 59 Days 72 Days
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Critical Critical
High High
9% 29% 62% 30% 68% 2%
Medium Medium
29% 18% 53% 42% 24% 34%
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CONTINUOUS VULNERABILITY MANAGEMENT
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